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DETAILED ACTION 



1. 



The amendment of 15 December 2005 has been noted and made of record. 



2. 



Claims 1 and 5-36 have been presented for examination. 



Response to Arguments 



3. 



Applicant's arguments filed 15 December 2005 have been fully considered but they are 



not persuasive. 

4. When the operativeness of any process would be deemed unlikely by one of ordinary 
skill in the art, it is not improper for the Examiner to call for evidence of operativeness. The 
court held that when an alleged utility appears to be incredible in the light of the knowledge of 
the art, of factually misleading, applicant must establish the asserted utility by acceptable proof. 
The court thus established a higher burden on the applicant where the statement of use is 
incredible or misleading. The examiner should challenge the use and require sufficient evidence 
of operativeness. See MPEP § 2107.02. See In re Jolles, 628 F.2d 1322, 1327, 206 USPQ 885, 
890 (CCPA 1980); see In re Citron, 325 F.2d 248, 139 USPQ 516 (CCPA 1963); see In re 
Novak, 306 F.2d 924, 928, 134 USPQ 335, 337 (CCPA 1962). After the PTO provides evidence 
showing that one of ordinary skill in the art would reasonably doubt the asserted utility does the 
burden shift to the applicant to provide rebuttal evidence sufficient to convince such a person of 
the invention's asserted operability. See In re Brana, 51 F.3d 1560, 34 USPQ2d 1436 (Fed. Cir. 
1995). 

5. The Applicant failed to provide sufficient evidence to assert the invention's operability, 
therefore, the 101 rejection stands. 
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6. In response to applicant's argument that the references fail to show certain features of 
applicant's invention, it is noted that the features, such as how the comparison between the two 
data sets are compared, upon which applicant relies are not recited in the rejected claim(s). 
Although the claims are interpreted in light of the specification, limitations from the specification 
are not read into the claims. See In re Van Geuns, 988 F.2d 1 181, 26 USPQ2d 1057 (Fed. Cir. 
1993). 

7. In response to the Applicant's allegation that Borza does not disclose or suggest with 
sufficient specificity how such a comparison could be implement or accomplished, the Examiner 
calls upon MPEP § 2121. When the reference relied on expressly anticipates or makes obvious 
all of the elements of the claimed invention, the reference is presumed to be operable. Once such 
a reference is found, the burden is on applicant to provide facts rebutting the presumption of 
operability. See In re Sasse, 629 F.2d 675, 207 USPQ 107 (CCPA 1980). See also MPEP 

§ 716.07. See MPEP § 715.07 for examples of the facts needed to prove the inoperability of a 
reference. 

8. It is possible to make a 35 U.S.C 102 rejection even if the reference does not itself teach 
one of ordinary skill hot to practice the invention. If the reference teaches every claimed element 
of the article, secondary evidence can be cited to show public possession of the method of 
making and/or using. Even if a reference discloses an inoperative device, it is prior art for all 
that it teaches. Therefore, a non-enabling reference may qualify as prior art for the purpose of 
determining obviousness under 35 U.S.C 103. See MPEP § 2121.01; see Beckman Instruments 
v. LKB Produkter AB, 892 F.2d 1547, 1551, 13 USPQ2d 1301, 1304 (Fed. Cir. 1989); see 
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Symbol Techs. Inc. v. Opticon Inc., 935 F.2d 1569, 1578, 19 USPQ2d 1241, 1247 (Fed. Cir. 
1991). 

9. See further rejections that follow. 

Claim Rejections - 35 USC § 101 

10. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of matter, or 
any new and useful improvement thereof, may obtain a patent therefor, subject to the conditions and 
requirements of this title. 

11. Claims 1, 14-16, 31, and 32 are rejected under 35 U.S.C. 101 because the disclosed 
invention is inoperative and therefore lacks utility. Claims 1, 14-16, 31, and 32 all generally 
relate to comparing two separate, imperfect samples of biometric data using a hash function to 
provide authentication. The Examiner holds that such a method could not work, as evident by 
the Handbook of Applied Cryptography to Menezes et al., hereinafter Menezes. Chapter 9 of 
Menezes discloses the properties of hash functions. On page 331, Menezes proceeds to state one 
of the properties of one-way hash functions being near-collision resistance. Near-collision 
resistance is the property that states that "it should be hard to find any two inputs x, x" such that 
h(x) and h(x') differ in only a small number of bits." This is further supported by section 9.2.2 
Basic properties and definitions, on page 323 and 324. 

Claim Rejections - 35 USC § 103 

12. The text of those sections of Title 35, U.S. Code not included in this action can be found 
in a prior Office action. 

13. Claims 1 and 5-36 are rejected under 35 U.S.C. 103(a) as being unpatentable over U.S. 
Patent No. 6,446,210 to Borza, hereinafter Borza, in view of U.S. Patent No. 6,487,662 to 
Kharon et al., hereinafter Kharon. 
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14. As per claims 1, 13, 14, 16, 18, 20, 24-26, 28, 30-32, 34, and 36, Borza teaches a method 
of processing semiotic data, comprising: 

receiving semiotic data including a data set P (Figures 3 [block 80], 5, 7a, 7b, 10, 11, 13, 
14, 15; column 2, line 52 to column 3, line 23; column 8, lines 4-28); 

selecting a function h, and for at least one of each said data set P to be collected, 
computing h(P) (Figure 5; column 7, line 45 to column 8, line 3); 

destroying said data set P (column 2, lines 27-29); and 

storing h(P) in a database (Figures 7a, 7b, 12; column 12, lines 39-53); 

obtaining a sample of P' such that a comparison can be made (Figures 3 [block 80], 5, 7a, 
7b, 10, 1 1, 13, 14, 15; column 2, line 52 to column 3, line 23; column 8, lines 4-28); 

at least one of obtaining and computing h(P') (Figure 5; column 7, line 45 to column 8, 
line 3); and 

to determine whether P' is close to a predetermined subject, comparing h(P) to all 
available h(P)s to determine whether P 5 substantially matches, but does not exactly match, one of 
said data set P (Figures 12, 13, 16, 17; column 8, lines 28-38, column 14, lines 21-59, column 16, 
lines 61-37, column 16, lines 53-58, i.e. "when the value is within predetermined limits for an 
acceptable value, identification is provided. . ..when the value falls outside the predetermined 
limits identification is not provided"); 

wherein said data set P cannot be extracted from h(P) (column 8, lines 28-38); 

wherein said semiotic data comprises biometric data (column 1 1, line 65 to column 12, 
line 18); 
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wherein said function h comprises a secure hash function (Figure 5; column 7, line 45 to 
column 8, line 3); 

wherein the data set P is not determined perfectly by its reading (column 8, lines 28-38, 
column 14, lines 21-59, column 16, lines 61-37, column 16, lines 53-58) 

wherein each reading gives a number Pi, wherein I is no less than 0, wherein P0 is for an 
initial reading, and a secret version of said initial reading is stored after further processing 
thereof (column 8, lines 28-48; column 11, lines 25-34; column 12, lines 25-61), 

wherein reading P0 is different from Pi for i > 0, and the secret version of P0 is different 
from the secret version of Pi, such that no identification is possibly by a direct comparison of the 
encrypted data (Figures 7b, 9-1 1, 14, 18; column 13, lines 1-21, column 14, line 60 to column 
15, line 63, column 16, line 58 to column 17, line 14), 

each time a Pi, with i > 0, is read, computing all possible predetermined size variations of 
Pi which correspond to an acceptable predetermined imprecision of the reading (column 11, lines 
25-34; column 12, lines 25-61); and 

encrypting all such modified data, and comparing said encrypted modified data to data 
stored in said database (column 8, lines 28-48; column 12, lines 25-61), 

wherein for a plurality of users of the same biometric information, said biometric 
information is encrypted differently for each user (column 4, lines 46-58; column 5, lines 42-55), 

wherein at least one of said data set P and P' comprises a personal data set (column 12, 
lines 25-34). 
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1 5. Borza does not teach extracting sub-collections Sj from the collection of data in data set 
P; and encrypting a predetermined number of such sub-collections such that at least one of the 
sub-collections is reproduced exactly with a predetermined probability. 

1 6. Kharon teaches further comprising: 

extracting sub-collections Sj from the collection of data in data set P (Figure 6 [block 
340]; column 13, lines 43-67); and 

encrypting a predetermined number of such sub-collections such that at least one of the 
sub-collections is reproduced exactly with a predetermined probability (Figure 6 [block 347]; 
column 13, lines 43-67); 

comparing encrypted versions of the sub-collections Sj with those data stored in said 
database (Figure 6 [blocks 345, 347]; column 13, lines 43-67; column 14, lines 28-39; column 
15, lines 42-55), 

wherein if one or more of the sub-collection Sj matches with said data, then verification 
is deemed to have occurred (Figure 6 [blocks 345, 347]; column 13, lines 43-67; column 14, 
lines 28-39; column 1 5, lines 42-55). It would have been obvious to one of ordinary skill in the 
art at the time the invention was made to sample a smaller section of the data set. One would be 
motivated to do because there is a better probability that a smaller area is less likely to change, 
therefore making it more difficult for someone to steal someone's identification. 

17. As per claim 5, Borza teaches a method of processing semiotic data, comprising: 
receiving semiotic data including a data set P (Figures 3 [block 80], 5, 7a, 7b, 10, 1 1, 13, 

14, 15; column 2, line 52 to column 3, line 23; column 8, lines 4-28); 
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selecting a function h, and for at least one of each said data set P to be collected, 
computing h(P) (Figure 5; column 7, line 45 to column 8, line 3); 
destroying said data set P (column 2, lines 27-29); and 
storing h(P) in a database (Figures 7a, 7b, 12; column 12, lines 39-53); and 
wherein said data set P cannot be extracted from h(P) (column 8, lines 28-38); 
the method further comprising: 

selecting a private key/public key (K, k) once for all cases (column 4, lines 26-32); and 
choosing said function h as the public encryption function corresponding to k (column 5, 
lines 28-54). 

1 8. Borza does not teach destroying said private key K and sending said private key K to a 
trusted party. It would have been obvious to one having ordinary skill in the art at the time the 
invention was made to destroy the private key K and send it the private key K to a trusted third 
party, since it is known in the art that the private key is needed to decrypt any message encrypted 
with public key k, therefore the fewer entities that have access to private key K equals the fewer 
number of people that can access messages encrypted with public key k. 

19. Regarding claim 6, Borza teaches wherein said data set P cannot be extracted from h(P), 
except by the trusted party (column 8, lines 28-38). 

20. Regarding claim 7, Borza teaches to determine whether some P' is a predetermined 
subject, comparing said h(P ) to all available h(P)s (column 12, lines 48-61); and 

determining whether there is a match (column 12, lines 48-61). 
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21 . Regarding claim 8, Borza does not teach wherein the trusted party comprises a panel of 
members, and wherein a secret is shared among the members so that only at least a 
predetermined number of panel members can reconstitute the secret in its entirety by putting 
together their share of the secret. It would have been obvious to one of ordinary skill in the art at 
the time the invention was made for the trusted party to comprise of a panel of members, and 
share a secret is amongst the members so that only at least a predetermined number of panel 
members can reconstitute the secret in its entirety by putting together their share of the secret, 
since it has been held that mere duplication of essential elements (e.g. trusted third party) 
involves only routine skill in the art. St. Regis Paper Co. v. Bemis Co., 193 USPQ 8. See also 
MPEP§ 2144.04. 

22. As per claim 9, Borza teaches a method of processing semiotic data, comprising: 
receiving semiotic data including a data set P (Figures 3 [block 80], 5, 7a, 7b, 10, 1 1, 13, 

14, 15; column 2, line 52 to column 3, line 23; column 8, lines 4-28); 

selecting a function h, and for at least one of each said data set P to be collected, 

computing h(P) (Figure 5; column 7, line 45 to column 8, line 3); 
destroying said data set P (column 2, lines 27-29); and 
storing h(P) in a database (Figures 7a, 7b, 12; column 12, lines 39-53); and 
wherein said data set P cannot be extracted from h(P) (column 8, lines 28-38); 
wherein the data set P is not determined perfectly by its reading (column 11, lines 25-34), 
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wherein each reading gives a number Pi, wherein i is no less than 0, wherein P0 is for an 
initial reading, and a secret version of said initial reading is stored after further processing 
thereof (column 1 1, line 65 to column 12, line 34), 

wherein reading P0 is different from Pi for i > 0, and the secret version of P0 is different 
from the secret version of Pi, such that no identification is possible by a direct comparison of the 
encrypted data (column 11, line 65 to column 12, line 34). 

23. Regarding claim 10, Borza does not teach extracting sub-collections Sj from the 
collection of data in data set P; and encrypting a predetermined number of such sub-collections 
such that at least one of the sub-collections is reproduced exactly with a predetermined 
probability. 

24. Kharon teaches extracting sub-collections Sj from the collection of data in data set P 
(Figure 6 [block 340]; column 13, lines 43-67); and 

encrypting a predetermined number of such sub-collections such that at least one of the 
sub-collections is reproduced exactly with a predetermined probability (Figure 6 [block 347]; 
column 1 3, lines 43-67). It would have been obvious to one of ordinary skill in the art at the 
time the invention was made to sample a smaller section of the data set. One would be 
motivated to do because there is a better probability that a smaller area is less likely to change, 
therefore making it more difficult for someone to steal someone's identification. 

25. With regards to claims 1 1 and 21, Borza does not teach comparing encrypted versions of 
the sub-collections Sj with those data stored in said database, wherein if one or more of the sub- 
collection Sj matches with said data, then verification is deemed to have occurred. 
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26. Kharon teaches comparing encrypted versions of the sub-collections Sj with those data 
stored in said database (Figure 6 [blocks 345, 347]; column 13, lines 43-67; column 14, lines 28- 
39; column 15, lines 42-55), 

wherein if one or more of the sub-collection Sj matches with said data, then verification 
is deemed to have occurred (Figure 6 [blocks 345, 347]; column 13, lines 43-67; column 14, 
lines 28-39; column 15, lines 42-55). It would have been obvious to one of ordinary skill in the 
art at the time the invention was made to sample a smaller section of the data set. One would be 
motivated to do because there is a better probability that a smaller area is less likely to change, 
therefore making it more difficult for someone to steal someone's identification. 

27. Concerning claims 12 and 23, Borza teaches each time a Pi, with i > 0, is read, computing 
all possible predetermined size variations of Pi which correspond to an acceptable predetermined 
imprecision of the reading (column 11, lines 25-34; column 12, lines 25-61); and 

encrypting all such modified data, and comparing said encrypted modified data to data 
stored in said database (column 8, lines 28-48; column 12, lines 25-61). 

28. As per claims 15, 17, 27, and 33, Borza teaches a method of processing biometric data, 
comprising: 

acquiring unencrypted biometric data including at least one data set P (Figure 3 [block 
80]; column 8, lines 4-28); 

encrypting, with one of a secure hash function and an identity function, each said at least 
one data set acquired (Figure 3 [block 73]; column 5, lines 42-54; column 8, lines 28-38); 

destroying the unencrypted data set P (column 2, lines 27-29); 



Application/Control Number: 09/457,732 Page 12 

Art Unit: 2131 

storing each of the at least one encrypted data set in a database (Figures 7a, 7b, 12; 
column 8, lines 28-48; column 12, lines 39-53), 

wherein unencrypted biometric data is not available nor retrievable from said data stored 
in said database (column 8, lines 28-38), 

to determine whether a data set P x is a predetermined subject, comparing an encrypted 
data set of P* to the at least one encrypted data set stored in the database to determine whether 
there is a match (Figure 12; column 8, lines 28-38). 

29. As per claims 19, 29, and 35, Borza teaches a method of extracting components of 
biometric data which are stable under measurement errors, comprising: 

acquiring unencrypted biometric data including at least one data set P (Figure 3 [block 
80]; column 8, lines 4-28); 

encrypting each said at least one data set acquired to form at least one encrypted data set 
(Figure 3 [block 73]; column 5, lines 42-54; column 8, lines 28-38); 

destroying the unencrypted data set P (column 2, lines 27-29); and 

storing each said at least one encrypted data set in a database (Figures 7a, 7b, 12; column 
8, lines 28-48; column 12, lines 39-53), 

wherein unencrypted biometric data is not available nor retrievable from said data stored 
in said database (column 8, lines 28-38). 

30. Borza does not teach extracting sub-collections Sj from the collection of data in data set 
P; and encrypting a predetermined number of such sub-collections such that at least one of the 
sub-collections is reproduced exactly with a predetermined probability. 
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3 1 . Kharon teaches further comprising: 

extracting sub-collections Sj from the collection of data in data set P (Figure 6 [block 
340]; column 13, lines 43-67); and 

encrypting a predetermined number of such sub-collections such that at least one of the 
sub-collections is reproduced exactly with a predetermined probability (Figure 6 [block 347]; 
column 13, lines 43-67). It would have been obvious to one of ordinary skill in the art at the 
time the invention was made to sample a smaller section of the data set. One would be 
motivated to do because there is a better probability that a smaller area is less likely to change, 
therefore making it more difficult for someone to steal someone's identification. 

32. Regarding claim 22, Borza teaches wherein the data set P is not determined perfectly by 
its reading, such that each reading gives a number Pi, 

wherein i is no less than 0 (column 11, line 65 to column 12, line 34), 

wherein P0 is for an initial reading, and a secret version of said initial reading is stored 

after further processing thereof (column 11, line 65 to column 12, line 34), 

wherein reading P0 is different from Pi for i > 0, and the secret version of P0 is different 

from the secret version of Pi, such that no identification is possible by a direct comparison of the 

encrypted data (column 11, line 65 to column 12, line 34). 

Conclusion 

33. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1.136(a). 
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34. A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 

CFR 1 .136(a) will be calculated from the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the mailing 
date of this final action. 

35. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Christian La Forgia whose telephone number is (571) 272-3792. 
The examiner can normally be reached on Monday thru Thursday 7-5. 

36. If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on (571) 272-3795. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

37. Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR, Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 



Christian LaForgia 
Patent Examiner 
Art Unit 2131 
elf 




